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Abstract: With its significant advantages of ultra-low latency, ultra-high bandwidth, and ultra-large-scale connection,
5G technology effectively compensates for the shortcomings of traditional optical fiber communication in the distri-
bution network field, and provides a new network communication method for power distribution applications. How-
ever, the information security issues brought by the applications of 5G technology have appeared gradually. Based on
this, a distribution network application scheme based on quantum secure communication and 5G hard-slicing private
network was proposed. An end-to-end 5G hard-slicing private network for distribution network services was custo-
mized, and ensuring data transmission security by quantum secure communication technology. And this scheme has
been deployed and verified in the actual distribution service network scenario, and the results showed that the average

delay of 5G hard-slicing private network was 16.89 ms, the download sending and receiving rates were 380 Mbit/s
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and 371 Mbit/s, respectively, the upload sending and receiving rates were 31.2 Mbit/s and 30 Mbit/s, which meets the

communication requirements of distribution network applications. Based on quantum secure communication tech-

nology, the quantum bit error rate was 0.75%, and the transmitted data can be encrypted and decrypted smoothly,

which verified the feasibility of quantum secure communication and 5G hard-slicing technology in the distribution

network.

Key words: 5G, network slice, quantum secure communication, distribution network, information security
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Wireshark - £48 37 - Wi-Fi: en0

Frame 37: 105 bytes on wire (84@ bits), 105 bytes captured (840 bits) on interface en@, id @
Ethernet II, Src: Hangzhou_99:8e:a6 (38:22:d6:99:8e:a6), Dst: Apple_b3:2b:be (38:f9:d3:b3:2b:be)
Internet Protocol Version 4, Src: 112.15.166.1, Dst: 10.13.15.172

Transmission Control Protocol, Src Port: 23000, Dst Port: 57765, Seq: 1, Ack: 1, Len: 51

{ Transport Layer Security

TLSv1.2 Record Layer: Application Data Protocol: Application Data
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)

Length: 46
Encrypted Application Data: 0000000000006bb73f96a647be7a67b038a65dd1cdc28567937aef5194b125902b291877..

d6 99 8e a6 08 00 45 d4

8- +8" E

0000 38 19 d3 b3 2b be 38 22
06010 @0 5b 69 6e 40 00 c5 06 1b 8e 70 Of a6 04 0a @d <[in@- - -'p-
0020 of ac 59 d8 el a5 97 dc 57 @5 57 ¢3 d3 8d 50 18 R WW--P
0030 f8 4a dc fo 00 @0 17 @3 03 @0 2e 00 90 06 00 00 -J Nocooc
0040 00 6b b7 3f 96 a6 47 be 7a 67 b@ 38 a6 5d dl cd *k*?7:+G- 2g+8+]-+
0050 C2 85 67 93 7a ef 51 94 b1 25 90 2b 29 8 77 6a  ++g-z:Q- -%:+)-wj
0060 d9 eb al 21 1 fc f4 a6 89 hosionsn o
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2004
E 150 ¢
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=
=100 t
50F |,
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0 A . L e i
Jg912:00 F.00:00 H.12:00 1]
(b) BFEEP KL, R
7 ECRE TR EAE ) SG D) 2 Fe AR
Fz1 KBEMEIEFRNKER
CESEID SGHHFIRE A 5G+RSA fREH A
I S ot/ ININE 13.11 ms 14.28 ms
KN ZE 141.83 ms 140.52 ms
S ] AE 16.89 ms 17.05 ms
I ZE 3} 5 - ) 331 ms 3.68 ms
AT KL R 380 Mbits/s 395 Mbits/s
PR 371 Mbits/s 382 Mbits/s
FATH AR RILH A 31.2 Mbits/s 31.7 Mbits/s
R 30.0 Mbits/s 321.3 Mbits/s
4tk T A At 5 o To % R HEARG)

B AF BORAE R I AT IR 40 JEHE) 3R T WIAT I
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P B R SEIPALT). HTL AL, 2021, 40(2): 78-84
ZHANG C, LIN X L, DUAN L X, et al. Research on the

[2]
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2021, 40(2): 78-84.
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